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p %
ABSTRACT /) —

This report describes the results of the study on the imple-
mentation of majority logic redundancy, lNost of the work concerns
spaceborne systems, but some portions are more applicable to ground
support equipment. The report 1s concerned with the initial design
of the system as well as the testing of redundant systems.

The possible use of magnetic logic to reduce the total power
consumption and provide non-volatile storage is discussed. DlMagneties
seems to be most useful for non-volatile memory and simple forms of
logic where the data rate is very low. Various types of semiconductor
logic are described and compared for use in redundant systems. In-
tegrated Diode-Transistor Logic elements are chosen as the most suitable
for general use with Zigneties the most appropriate supplier of these
elements,

Several methods of testing redundant systems sre discussed and
described in the section on detection and location of failures. Various
solutions to the failure detection problem are discussed in this section.
Some are more suitable for simple failure detection; others also provide
information concerning the location of any failures. It is shown that
maintenance of a redundant system greatly increases system reliability
and reduces the test equipment and operator skill which are usually
required to maintain a conventional system. Techniques are described
which permit & major portion of the maintenance to be performed during

Lt s~

normal system operation.
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Circuits for redundant systems, however, must be designed so that the
effects of individual component failures are minimized, and usually limited
to the circuits in which the failure occurs, This does not imrly, however,
that rediundancy includes "useless" parts. Each part of the system must
contribute to the assurance that the system will rerform all of its functions
properly.

The use of redundancy will alter the characteristics and performance
of the system. Redundancy will usually increase design complexity, power
requirements and dissipation, signal propagation time, size and weight,
number of interconnections, and initial cost. Redundancy, therefore,
emphasizes the need for continuing development of low-power circuitry,
micro-miniaturigation, and interconnection technigues. The type of circuitry
which is used to implement a redundant system must be carefully chosen to
rieet, the system requirements without incurring excessive costs. Whenever
there is a need for hich reliability, the circuitry should be chosen to
have a high basic reliability, low sensitivity to varameter variations, and
low nower dissipation tc minimize temperature stress. In addition, specific
systems have special requirements which must be considered in the system
design as well as the choice and design of the circvitry., For example, the
total available power is often severely limited fcr spaceborre equipment,
although the processing rate is usually quite low. It is usually desirable
to provide some means of testing to verify that all parts of the redundant

system are working to insure that all of the reliability initially designed



I, Introduction

Past studies of redundancy techniques and consideration of the
basic characteristics of some redundancy techniques have yielded in-
teresting insights and problems. Many of these considerations are in
the area of engineering method. Others concern the design of redundant
systems with high reliability and other desirable characteristics. This
section is intended to review some of these considerations and to preview
some of the thoughts behind the discussion in later sections.

The report itself deals primarily with some of the problems which
are encountered in designing and testing useful redundant digital systems.
Some of these problems are at least comparable to non-redundant design;
others are rather unique to redundant systems. Possible solutions for
these problems, as well as more detailed problem descriptions, are con-
tained in appropriate sections of the report.

Circuit and system design must reflect the fact that redundancy
is only a tool to realize reliability. The proper use of redundency is
often a more efficient and powerful technique to reslize a reliability
requirement than are the more conventionsl techniques such as conservative
design or component selection. Redundancy is, however, most powerful when
used in conjunction with techniques that increase basic reliability.

It is important to recognize that a redundant system is expected
to operate with relatively large numbers of random failures, Since con-
ventional systems usunally fail when any of their parts fail, it is relatively

unimportant what effects these failures have, except when repair is desired.




detection, maintenance ard repair procedures may be accom~lished during
operation of the system.

The following sections of this report will discuss the nroblems
associated with circuit design, choice of the type of circuitry, failure
detection, and maintenance of redundant systems. This report describes the
results of the study of these oroblems and possible solutions. The results

are summarized in the Summary and Conclusions section of this report.




into the system is available for the duraticn of the mission., The system
and the éircuitry therefore must be desirned so that accurate and meaning-
ful tests may be applied to verify that thte marts are workirng. Vhen
extended lifetime is desired and repair is nossihle, a redundant system may
he systematically repaired to greatly increase the exrected time between
system failures. If a system is cemmletely repaired vrior to each miszsion
in which it is used, it will exhibit the high mission reliahility character-~
istic for each mission., 3Such systems must be designed so that ccmplete,
efficlent tests may be periodically applied to these systems which will
verify that all the parts are working properly, or that will facilitate
maintenance procedures which will return the system to the “‘nitially rerfect
condition. It i1s important for this type of malntenance that all failures
be detectable, otherwise these undetectable failures will tend to accumulate.
These accumulated failures will eventually tend to dominate the system
behavior by causing additional system failures,

Many failures may be detected as they occur in a redundant system.
These may be repaired while the system is in cperation to obtain a very low
system failure rate compared to the fallure rate for the parts of the
system. TPeriodie méintenance must te vperformed inaldition to the centinuous
monitor and repair described above tc detect those failures which cannot be
detected during regular operation of the system,

Systems which will be maintained must therefore be designed both
with the capability for detecting all failures and facilitating the main-

tenance and repair procedures. With prorer design, many of these failure




reasonable therefore to restrict the detailed discussion to the more pop-
ular approaches and tc provide references for other. Of particular in-
terest are those devices which utilize magnetic componets which are either
cormereially available or in an advanced state of development.

B. Dynamic Storage and Sequential Logic

The state of a magnetic device is determined by the direction of
remanent flux. Information stored is not directly accessible and a clock
or read pulse must be used to determine the state. The read process in
most schemes also destroys the information which was stored. An output
signal is available only for that portion of the read cycle during which
dynamic flux change is in progress and thus level output and asynchronous
operation is not obtainable, The ripple-carry binary counter, the parallel
adder, and many familiar digital configurations are nct directly amenable to
magnetic implementation., In contrast, the powerful combinaticnal logic
approach utilized in conventional computers consists of a cascade of com-
patible logic modules which form complex functions simultaneously during
the interim between clock pulses. In a magnetic logic machine using
dynamic logic this is not possible and operations involving OR, AND,
transfer, buffering, negation and delay require several clock periods to
generate a particular function. This step by step process usually consumes
considerable time which may be further extended if the magnetic logic

modules are limited in fan-in and fan-out and thus require additional operations,




II. Magnetic Logic

A, Introduction

The past decade has witnessed the development of a variety of mag-
netic devices suitable for performing storage and logic in digital com-
puters. Perhaps the most important application of magnetics to digital
technology has been provided by the development of large capacity, random
access memory systems composed of ferrite cores, Advances in techniques
for performing logic have received some attention, but to date magnetic
logic does not appear to be widely accepted as a superior replacement for
the conventional transistorized counterpart. This general reluctance to
utilize the special attributes of magnetic logic is often Justified by
several difficulties inherent to the device characteristics and system
configuration.

Much of the magnetic logic research has been motivated by the
potential ability of magnetic devices to provide higher reliability at
lower cost while consuming negligible standby power. These attributes are
understandably important in any large electronic system, especially in space
applications where reliability must be high and available power is invari-
ably low., To evaluate the potential ability of magnetic logic schemes to
provide these advantages a discussion of some of the more promlising approaches
appears to be in order, An all inclusive survey and treatment of the

myriad of suggested approaches could easgily fill a book.* It appeared

* Edited by Msyerhoff, A, J., Digital Applications of Magnetic Devices,
New York; John Wiley and Sons, Inc., (1960).
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flow. Obvious limitations in impedance levels, fan-in and fan-cut
drive capabilities necessitated in many cases the further inclusion of
resistors for tailoring impedance levels, caracitors for temporary storage
and transistors for power gain., Although this hybrid logic apprcach led
tc the development of a number of clever magnetic devices, the potential
of achieving high reliability at low cost is sericusly challenged by the
requirement for using non-magnetic comnonents and the more complex wiring
ard system organization which becomes necessary. An excellent survey
of a wide variety of hybrid devices has been provided by Hawnes.1 One
such apprcach, parallel transfer core-diode logic, will be used as a vehicle
for describing the principles of dynamic logic and to indicate the opera-
tion of a tyrical practical device.

Shown in figure 1 is the OR gate, the simplest of logical functions
which may be implemented with magnetic cores and diodes, The[—Jand O
notations denote cores of the same rank, i.e., threaded by a series con-
nected, current driven clock line. The two phase clock system effects
readout and transfer of data by driving the core to the "O" state. If
a core was previously in the "1" state the clock, in driving the core to
the "O" state, causes the core toc switeh and provides an output sufficient
to drive the next core to the "1" state, If a core was previously in the
"O" gtate a negligibly small outrut occurs when the clock drive is arplied.
DPiodes are shown pointing in the direction of unilateral data transfer.

Additional components such as resistors for tailoring impedarce levels and




C. Hybrid Devices

The principle involved in using square loor material to store a
remanent flux has been known for some time. With the development of small
torroidal structures employing sintered ceramic ferrites and ferromagnetic
tape materials, magnetic devices began to demonstrate practicsl utility.
The magnetic shift register has received the most attention primarily be=-
cause of its general utility and simple configuration and has been the
subject of much of the magnetic literature. Although playing an important
part in most digital systems, several additional devices are required in
order to provide the variety of logical operations required by typical
computer gystems.

The task of performing general logic requires circuitry capable of
being arranged to perform any Boolean output function of a set of input
variables. In order to provide this operation a complex function is usually
formed by using logic modules to perform OR, AND, negation, storage, delay,
etc, If gates are to be connected in various configurations the devices
used must provide a clearly identifiable "1" and "O" state, unilateral
information transfer and the capability for fan-in and fan-out, To meet
these requirements with magnetic devices has not been an easy task.

A major difficulty which impeded rapid development of devices to
meet these requirements has been the inherent bilateral nature of simple
magnetic structures. In the early devices this was largely overcome by

combining diodes with simple torroids to achieve unilateral information




any of the transmitting input cores, a readout signal is generated when the
storage core is reset by the phase B clock.

The AND function is not as easily implemented unless a coincident
carrent threshold technique is employed to set the storage core. This
technique dces not appear to be sufficiently reliable however, due to the
associated threshold and drive tolerances normally encountered in a typical
system. A more conventional system employs the principle of logical
negation in combination with the OR gate to provide the AND function.

For example, consider the negation arrangement of figure 2.

DUMMY CORE
("1" GENERATOR)
Ig— .
INHIBIT
' CORE
. NO)
- . [
. X
CLOCK A .
_— X
[ ] ° 7
—_— .
X : X CLOCK B
L ]
= .
e———
CLOCK A

Figure 2 Negation
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diodes to prevent reverse data transfer may be required in a practical design.
It should be noted alsc that the core output windings must contain more
turns than core inputs in order to allow a transmitting core to set a

receiving core.

X+Y

—e

CLOCK A s

Y CLOCK B

e

CLOCK A

Fipure 1 OR Gate

Operation is initiated by reading inputs X and Y into the [—J
cores. The phase A clock then trarsmits the state of each of the input

cores into a dual winding storage ccre., If the storage core was set by




Since each of the logic modules require twe clock periods and each operation
is performed in sequence, the output signal is seen to appear six clock
periods after the inputs were applied. If the resultant output of the

ND function 1s to be further combined with other AND-OR operatiomns it
becomes evident that the total number of clock periods required may become
prohibitive.

In view of the system complexity and speed limitations suggested by
the simple example described, magnetic logic is seen to introduce problems
of system organization which are alien to conventional DC level logic.

As far as cost and reliability are concerned, the prospect of winding cores
with several turns and the large number of cores and connections required
do not appear to provide a significant cost advantage. In the hybrid
approach the use of additional components such as diodes and resistors
appear to seriously negate the basic reliability inherent to the magnetic
material, These difficulties not withstanding, several companies are
active in the manufacture of magnetic logic modules. The major emphasis
has been placed on the usefulness of the magnetic shift register to provide
cost, size and power advantages over the conventional approach. Magnetic
shift registers employing the hybrid approach have been successfully applied
to a wide range of airborne equipment. Sequential programmers, counters
and timers operating at low clock rates represent the majority of applica-

tions. When operating at shifting rates higher than 10 kc however, the
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The upper core is used as a "1" generator which in the absence of an input
from the X core causes the inhibit core to be set by the phase A clock.
The phase B clock will then generate an output whenever the X signal is
absent and thus represents the negation of the input. When both the "1"
generator and X input signal appear simultaneously at the inhibit windings
they effectively cancel each other and the inhibit core remains in the "O"
state, The phase B clock in driving the inhibit core to the "O" state
will not generate an output signal for this case.

The principle by which the AND function may be performed is based

on the well known logic relation X+Y = XY, A block diagram of a typical

AND gate scheme is shown in figure 3,

x|

X — . NEG,

x|
+
=<
x1
-+
<]

OR NEG, EXey

=i

Y =———es! NEG.

Figure 3 Block Diagram, AND Function
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ADV.O+E
CLEAR O

ADV.E—+O -
CLEARE -

Figure b S.R.I. MAD Shift Register

An advance current is applied to the parallel connection of cutput and
input aperture windings in order to effect information transfer from the
transmitting core to the receiving core. In accordance with the state of
the flux stored around the transmitting aperture and the resultant magnetic
threshold thereby established, the advance current will divide between the
input and output windings. If the transmitting aperture is in the "O"

or cleared state the advance current will divide equally thus not exceeding
the magnetic threshold of either apertures, If a "1" were stored the output
aperture with its lower threshold is swamped by the advance current and the

transmitter switches flux locally about its output aperture with low values

1y



advantage that the magnetic shift register has in consuming negligible

standby power is obscured by a power requirement which is often greater than

the solid state counterpart. A leading supplier of hybrid magnetic logic
modules and shift registers is currently marketing a 10 bit shift register
which requires a maximum average power of .l watts to operate at 10 ke
and 3.7 watts at 750 ke. Since it appears reasonable to assume that these
power requirements are reflected also to general logic systems, the aovli-
cation of hybrid magnetic logic to nower-limited enviromnments is limited
to systems whose shift rate is very low.

D, All-Magnetic Logic

The obvious limitations of the hybrid approaches in reliability and
cost has to some extent motivated an effort to develop systems using only
magnetic material and connecting wire, Several novel approaches were
developed which made use of magnetic device geometry to achieve coupling
isolation, flux gain and unilateral information flow. Perhaps the most
popular of these devices is the Multi-Aperture Device (MAD),z’3 a three
aperture ferrite structure similar to the Transfluxor.h Input-output
isolation is posgsible because the flux stored around the minor output aver-
ture may be sensed non-destructively without affecting stored flux about
the input aperture.

Shown in figure L/ is a typical MAD shift register develoned at

Stanford Research Institute,
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in a practical sense with the simple transfer scheme previously discussed.
H.D. Crane has done much of the work in arcusing interest in the all-
magnetic MAD approach. In a paper5 descriting the design of a moderate
sized computing system using S.R.I.-MAD devices however, the basic transfer
gate had to be sericusly modified in order to operate in the system.
Problems inherent to the flux threshold relationship hetween receiving

and transmitting apertures, flux gain, fan-out as well as flux decay and
build-up in circulating loops made such modifications necessary. As a
consequence the revised gate module required flux doubling and clipping
operations in addition to the previously described clear and advance cycles.
The complexity involved in the resultant device implementation appears to
be a serious encumberance. The system chosen to demonstrate the ability

of all-magnetic devices took the form of a decimal arithmetic unit with

the ability of performing addition, subtraction, and multiplication. The
system was made exclusively of modules which perform either the two input
OR function or the two input OR with negation (NOR).

Rather than describe the comolex details of the S.R.I.-MAD logic
gates it appears more reascnable to present the simpler, more practical
approach to the design of MAD devices developed by Amp., Inc. In this
approach a priming operation is performed to reverse the flux stored about
the transmitting aperture prior to readout., The readout process in this
case is destructive and resets the core, The priming operation provides

an adequate flux level which, when reversed by the clear or transfer
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of current. By voltage or impedance steering the majority of advance current
will flow through the receiver input aperture causing it to exceed its
setting threshold and be set. In time as the flux switching is campleted,
both currents will return to their nominally equal values.

Since the read-out and transfer process is nondestructive to the
state of the core, a clear line threading the major aperture is required
to return the core to the reset condition. In order to provide information
flow from left to right a basic four clock cycle is required with the
following sequence: ...., ADV.,0-E, CL.O, ADV,E->0, CL.E, ... The
ADV O-E pulse switches flux locally about the ocutput aperture of the O
element and causes the E element to be set. The CL O pulse then clears
the O element and in so doing switches flux through the output winding.
This results in a loop current flow that negatively sets the E element
receiver without affecting the flux state about the output aperture of the
E element, Note that neither the AV, O-3E nor CL. O pulse causes any
flux to be switched in the output leg of the E element thus eliminating
the need for a diode to prevent backward data transfer. In this manner
unilateral data transfer is possible using only MAD devices and conducting
wire,

Thas far our discussion has been devoted to techniques for achieving
unilateral data transfer with the S.R.I.-MAD approach. The problem of

achieving reasonable flux gain and fan-out is one which could not be solved




In the cleared state (figure 5a) the core is saturated in the clockwise
direction by a previcﬁsly generated advance current which threads the major
aperture. Upon application of an innut signal threading the inner vortion
of the major averture, the flux nearest the major arerture is reversed thus

roviding the set condition shown in figure Sb, This read-in operation does

o

not affect the flux linking the output aperture and thus a diode is not
required to block data transfer to receiving cores. In order to obtain
an output from a properly set core it is necessary to provide a prime
current as shown in figure 5S¢ to reverse the flux stored about the output
aperture, Priming current is of a lower magnitude than the advance current
and because of its slow rate of change is not sufficient to cause the core
linked by the output winding to be distrubed. Once a core has been set and
primed, the application of an advance current causes a flux reversal about
the output averture. This in turn, rrovides an induced voltage of suffi-
cient magnitude to drive the next core to the set condition. If the core
was initially in the reset condition it will remain in this condition after
oriming (figure 5d). For this case, the arplication of the advarce current
does not —~rovide a flux reversal and thus no output occurs.

AMP-MAD elements may be connected in a variety of shift register con-
figurétions including ~arallel inmut-parallel output, parallel innut-serial
output, serial inmut-serial output, etc. Such shift registers take the form

of 2 core-per-bit arrays and require a two clock system in combination with
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operation, delivers an output pulse to set the next core through its
major aperture. Since data flow is from minor aperture to major éper—
ture and since the state of a core is not disturbed by reverse currents
flowing through a minor aperture, the possibility of reverse data flow
is prevented.

The flux conditions present for the various states of a typical

AMP-MAD element is shown in Figure 5.

2 OUTPUT

ADvV.
(CLEAR)

a) RESET OR CLEARED STATE d) RESET CORE AFTER PRIMING

2 OUTPUT

b) SET STATE ¢) SET CORE AFTER PRIMING

Figure 5 AMP-MAD Flux States
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shift registers are limited to repetition rates of 10 Kc. A typical driver,
which utilizes a capacitive storage-discharge scheme and dual Shockley
diodes for triggering the advance currents, requires an average power of
5.3 watts to drive a 10 bit shift register at 10 Kc. A 10 bit shift register
with its associated driver requires a package occupying approximately 9
cubic inches,

The implementation of general logic operations using MAD devices is
not easily accomplished, due to the difficulty of achieving logical inversion
and reasonable fan-out without an imposing complexity. The treatment of
much of the general logic capabilities of MAD devices is reported in rather
implicit terms by the current literature. The OR function may be provided
relatively simply by threading additional windings about the input aperture
if care is taken in preverting reverse information transfer. The negation
operation may be achieved by extending the current inhibiting and "one"
generator technique described in the hybrid approach to the MAD topology.
Perhaps the most difficult problem which faces the all-magnetic logic de-
signer is that of providing fan-out, This arises from the fact that all
the power which is used to provide inputs to receiving cores comes from
the clock source. Power gain inthe ordinary sense is not avallable except
in those hybrid schemes which use transistors to provide regeneration.
A MAD device with a2 reliable fan-out of two is sufficient, however, to
allow the performance of general logical operations requiring much greater

fan-out, This may be accomplished by utilizing additional clock pulses to
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a priming source. A typical serial input-serial output shift register

section is shown in figurc 5.

ADV.O—» E

Figure 6 AMP-MAD Shift Register
The propagation of a "1" from left to right proceeds by activating clock

and prime gignals in the following sequence: ... PRIME, ADV O-E, PRIME,
ADV E->0, PRIME, ADV O<>E, ..., AMP-MAD shift registers require relatively
high values of pulse current for performing advance, prime and set oper-
ations, Nominal operating level for the advance current is 2 to 3 amperes
in a typical design. Prime and set pulse currents are lower being 100 ma
and 250 ma respectively. Because of the requirement for slow priming and

in order to keep average power dissipation at reasonable levels, AMP-MAD
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trivial, In general, magnetic devices do not display a natural ability

for performing logic. The primary attribute of magnetic devices is that

of non-volatile storage, the ability of a core to remain in a particular
state indefinitely without further application of energy. This feature is

an important consideration in power limited environments such as space
vehicles where the standby power between clock pulses may be made to approéch
negligible values. If the clock processing rate exceeds approximately 10 Ke
however, the average power required often exceeds that of a conventional
transistorized counterpart. This limits the application of magnetic shift
registers, timers, etc. to equipment with low clock rates,

Recent advances in low power microminiaturized devices are seriously
challenging the magnetic attribute of zero standby power while providing
higher speed, smaller size and the greater utility of combinational DC
logic. NASA's Lewis Research Center is sponsoring much of the work in this
important area. Operating speeds of several newly developed circuits are
approaching 100 Ke¢ at power levels in the microwatt range. A complete
logic system with a power consumption of 10 microwatts per stage is anti-
cipated for space application using micropower logic circuits. With the
basic reliability of microminiaturized devices constantly improving by
virtue of an industry wide effort, the role of magnetic logic appears to
be fading.

Another advantage claimed for magnetic devices is the reliability in-
herent in the use of magnetic material and connecting wire, It is assumed

here that magnetic parameters affected by temperature have been compensated
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sequentially transfer data in a "tree" wiring arrangement until the ori-
ginal single core data is available simultaneously in several cares. As
far as fan-out is concerned, it appears that the hybrid approach using
transistors provides an important advantage over the all-magnetic techni-
ques which necessarily require considerable device and system complexity
to achieve the same result.

E, Summary and Conclusions

The foregoing description of magnetic logic has not attempted to
describe the variety of possible approaches. The techniques for accomp-
lishing general logical operations have been implicit, reflecting the treat-
ment of the current literature. Examples from two general classes of
magnetic devices have been described to provide a basic understanding of
the teechniques involved., If the approaches described may be regarded as
typical, then some conclusions about their utility may reasonable be expected
to apply in a general sense,

Information regarding transfer and shifting operations are covered in
considerable detail by current literature, but the treatment of general
magnetic logic schemes has been seriously neglected., This suggests the
degree of difficulty which has been encountered in the design of practical
devices, Complex clock programming and device configurations are necessary to

achieve operations which conventional designers have come to consider as
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DC logic systems is evidently superior because of the power gain and the
inherent signal level standarization,

After considering the attributes of magnetic devices for performing
general logic, the popular core techniques do not appear to provide an
evident superiority in power consumption, reliabilitij, simplicty, cost,
size and flexibility over the conventional solid state circuit approach.
Indeed, the requirements of performing the logical operations characteristic
of digital computers appear to be at variance with the capabilities of
magnetic logic. The applications which are best suited to magnetic imple-
mentation are thcse in which the operations to be performed are nct clearly
separated into "logic" and "memory". A strong case can be made for mag-
netic circuits applied to the performance of integrated storage ard transfer
operaticns reqgrired by a variety of digital processing functions. Most
appropriate are the low speed operations inherent in input-cutput, inter-
face and peripheral equipment. Typical applications include shift registers,
rrogramers, timers, sequencers, etc. where the magnetic modules perform
entire functions rather than discrete operaticns of storage ard logic.

In these special applications where speed is low, the advantages in simpli-
city, reliability, cost and power to be gained through the use of magnetic
circuits should not te neglected. In general applications, however, the
presently developed magnetic circuits do not appear satisfactory due to the

several problems inherent in their use.,
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for by proper design and that clock current amplitude and rise time are
within the limits of proper operation. Under these conditions the basic
mechanisn of magnetic storage and switching appears devoid of any known
failure mode. This reliability is however obscured by the large number

of connections required by the device configuration and the complexity
inherent to the system organization. The reliability of a magnetic system
depends upon the connective paths and the clock pulse drivers.

Simplicity and low cost is often claimed as a virtue for magnetic
devices because of the simolicity and cost of the basic cores utilized,
It should be noted however that the task of providing several turns abcut
the various apertures and connecting cores in a configuration to perform
the basic logical operations of AND, OR and negation is not generally
amenable to automated assembly. The extensive amount of hand wiring and
soldering appears to represent an item of considerable cost.

The physical size of magnetic devices are generally one or two
orders of magnitude larger than their microminiaturized counterparts.
Advances in thin film magnetic logic hold some promise for a significant
size reduction, but developments in this area have not been extensively
reported to date.

The flexibility of magnetic devices 1s seen to be severely limited
by the dynamic logic approach and the difficulty of achieving reliable fapn-

out in the absence of active devices, The flexibility of conventional




and industry effort devoted to research and development of new and improved
integrated circuits.

The low welght and power consumption of integrated circuits offers
an important compensation for the increase in the number of circuits required
for redundant design of spaceborne equimment., It is expected that advances
in integrated circuit technolog& will allow more complex circuits to be
included within a single package to further decrease size and weight, In-
tegrated circuits also offer sipnificantly improved reliability performance;
it is expected that the reliability of single chip containing an entire
function can be shown to arnroach that of a single discrete transistor.

The low vower consumption characteristic also tends to increase reliability
by reducing temperature stress. The significant reduction in the number of
interconnections is also an important factor in reliability improvement.

Most integrated logic modules are available in the form of a univer-
sal gate function (NAND or NOR) These logic elements are quite appropriate
for the construction of the restoring function required for a multirle line
majority voted redundant system. Several types of logic available for the
universal gate function have been studied. Each basic type is described
below; those commonly available are compared for suitability for use in
spaceborne redundant systems. One of these is chosen as particularly suit-
able,

B, Classification of Basic Types of Logic
It appears that most of the common types of transistor logic (TL)

may be classified according to three basic counling schemes used for the
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ITI, Semiconductor Logic
A, Introduction

In contrast with the numerous disadvantages and the general un-
availability of megnetic loglc devices, conventional semiconductor logic
has been used widely. Logic modules are commercially available for con-
struction of general logic systems. Integrated seﬁiconductor circuits
offer an order of magnitude reduction in size compared to magnetic logic
modules; they do not require high voltage or high peak power vulses,

They operate at frequencies many times greater than comparable magnetic
logic requiring the same average power, and provide the convenience of
steady voltage outputs.

Integrated semiconductor circuits offer a significant size and
power reduction compared to discrete component semiconductor circuits,
The rapid acceptance of integrated and semiconductor logic elements attests
to the advantages of their use. Therefore, integrated circuits have been
chosen as more suitable for spaceborne digital applications than the dis-
crete component circuitry., The circuit design problem is then translated
to the problem of the choice of suitable types of circuitry and logic.

A variety of such elements is available with predictable characteristics
for a wide range of operating enviromnments. The selection by the Air
Force of integrated circuitry for use in the improved Minuteman is a
significant factor in the avallability of reliable integrated circuits and

appropriate reliability data. There is also a large amount of goverment
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Figure 8 DC-TL Direct Coupled-Transistor Logic (+NOR)
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Figure 9 R-DC-TL Resistor-Direct Coupled-Transistor Logic
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universal gate function. They are described helow,
I. Linear impedance coupling to an input transistor may be used
to form R-TL, as shown in figure 7. This type of logic is generally not

available in integrated circuit form.
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Figure 7 R-TL Resistor-Transistor Logic (+NOR)

II. Direct coupling to a multiple output transistor array (DC-TL),
may be used as shown in figure 8., It is commonly used in the more practical
modified forms, such as R-DC-TL (type II-A) shown in figure 9. An impedance
is inserted in each input line to improve operational characteristics.
Although this type of lcgic is gometimes referred to as resistor coupled-

transistor logic, its operation is not the same as R-TL, described above.
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transient response by reducing stored charge effects during turn-off.

Figure 11 D-TL Diode-Tramsistor Logic (+ NAND)

-V

Figure 12 NS-D-TL Non-Saturated-Diode-Transistor Logic

30




Type I1I-B coupling involves current switching and output buffering
to prevent saturation of the inout transistors. This type of logic is
sometimes referred to as emitter coupled-transistor logic (EC-TL) or current
mode-transistor logic (CM-TL). One type of non-saturated-direct coupled-
transistor logic (NS-DC-TL), which uses an emitter-follower output buffer,

is shown in figure 10.
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Figure 10 NS-DC-TL Non-Saturated-Direct Coupled-Transistor Logic

III. Diode coupling uses non-linear input summing to form the

logical AND or OR function. The most common form of D-TL is shown in
figure 11, which performs the positive logic NAND (AND-NOT) function.
Saturation of the output transistor may be prevented by limiting the
minimum saturation voltage, as shown in figure 12, This results in a more

constant "zero" output voltage, and diverts excess base current to improve
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power dissipation., The general characteristics of these logic con-
figurations are discussed and comnared in the paragrarhs following the
table,

The isolation and speed-power rarkings for the three saturated
logic types were ocbtained from "The Changing Prospective in Microcircuits”,

Flectronic Design, February 15, 1963, p. 56. This article describes the

result of a study of different types of logic for single substances
conducted by PSI. They observe that no one logic type is superior to
all others for every arplication, but rather that the characteristics of
each type must be considered according to the particular over-all system -
requirements,

The isolation ranking is a qualitative measure of the
input loading, the isolation between inruts, noise immunity, and varia-
tion of irput loading with parameter changes, internal failures, and out-
rut loading. Loglec types with the highest isolation are ranked first;
those with lower isolation are ranked in increasing order. The non-
saturated logic types are inserted into the original ranking by a ccm-
parison of their general characteristics with those of the three saturated
logic types.

The speed-power ranking is a quantitative measure of the product
of propagation delay and power dissipation of the different loglc types

when similar components and techniques are used in fabrication. This
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Type II-A coupling, shown in figure 13,is a variation referred to
as T-TL which uses transistor coupling to obtain improved response.
Logic cperation is equivalent to D-TL when inverse transistor gain (A?I)
is low; coupling transistor action removes stored change during turn-off,
and generally permits the elimination of the output transistor base bias

resistor,

Figure 13 T-TL Transistor-Transistor Logic

C. Comparison of Logic Types
A comparison of the types of circuits described above is shown in
the table below for five types which are commercially available. They are
arranged in the table in increasing order of the number of equivalent come
norents reguired for a 3-input universal gate function. A larger number

of commonents generally increases fabrication complexity and increases
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D. Description of Logic Tyves

Resistor-transistor logic (R-TL) is a basic scheme for providing
the NOR function for NPN positive logic. The resistors are used for linear
input summing intoc the cutput transistor, which is normally biased off
unless at least one input is present. The bias may be increased to provide
either the inverse majority or the NAND output. The addition of speed-up
capacitors to the input resistors, although significantly increasing transient
response, is not sufficient to reduce the power-speed product to that avail-
able with other types of logic. The bilateral interconnection may create
interaction problems between inputs; performance of the device is sensitive
to variations of the input resistors, biasing, and transistor gain. The
difficulty of fabricating an integrated resistor-capacitor combination for
each inrut further decfeases the suitatility of this type of logic.

Direct coupled-transistor logic (DC-TL) is a theoretically simple
method of performing the NOR function for NPN positive logic. Innuts are
applied directly to transistor bases; the common collector is the output.
Actual operation, however, is limited by the high sensitivity to parameter
variaticns, input current "hogging" and low input impedance which limits
fan-in and fan-out, and the low noise margin. These severe limitations
have resulted in the actual use of a modified version (R-DC-TL) which includes
a low impedance resistor-capacitor combination on each input to reduce the
sensitivity to noise, parameter variations, and current "hogging". This
modification increases power dissipation, propagation delay, and fabrication

comnlexity. Since the fan-out capability of most NPN positive logic NOR
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characteristic varies considerably according to the design and technology
used for the construction of actual circuits. Logic types with the lowest
power-speed product are ranked first; those with higher power-speed
nroducts are ranked in increasing order. The non-saturating logic types

are inserted into the ranking order indicated according to available data,

TABLE T COMPARATIVE RANKING OF AVAILABLE LOGIC TYPES

NAME Function for Tvpe of Number of Speed- Isolation
+ Logic Coupling Comnonents Power Ranking
Ranking

T-TL NAND IIT-A 3 1 L

D-TL NAND 111 5 3

NS-D-TL NAND ITI 6 2 3
R-DC-TL NCR II-A 7 5 5
NS-DC-TL NOR 1I-B 9 L 1l
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The newer versions of commercially available D-TL circuits offer about the
lowest power-speed product availatle for circuits operating at moderate
speeds and with good noise margins. Consideration of integrated circuit
characteristics has significantly reduced the number of individual
isolated components compared to the number of discrete components required
for an ehuivalent circuit. The entire input diode array, as well as one
level-shifting diode, may be constructed as one multiple-emitter transistor.
Each additional input merely requires an additional emitter connection.
Transistor-transistor logic (T-TL) is a simplified variation of
D-TL employing transistor coupling directly to the base of the output
transistor, The elimination of cne coupling diode reduces the noise margin
and voltage swing to about the equivalent of IC-TL., Input isolation is
similar to D=TL, except that inverse gain of the coupling transistor allows
some "hogging"” of input current. The inverse gain cannot be reduced without
ircreasing the offset voltage of the coupling transistor*; increased off-
set voltage, in turn, decreases DC stability and ncise margin. Increased
speed at low power levels is possible because the coupling transistor
removes stored change from the output transistor to reduce turn-off time,
The output inverter of D-TL may be designed to prevent saturation
to reduce excess drive and stored-change effects. This may be accomplished
by limiting the minimum "O" output voltage by a base to collector clamp
to prevent saturation of the output transistor, as shown above for non-
saturated diode-transistor logic (NS-D-TL). The increased "O" output

voltage will, however, be more constant with increases in output loading,

*Vce (et} V Iy g = {7 K;-l
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schemes is derived from the output collector resistor, the power
dissipation must be increased to allow fan-out canahility regardless of
whether the fan-out is used or not.

The basiec DC-TL scheme may be modified to provide non-saturated
input logic (NS-DC-TL). The common emitter resistor reduces the problems
of inmut current "hogging", and increases input impedance sc that this
type of logic offers high innut isolation, Various methods may be used
to rrovide outputs; both the OR and NCR may be provided conveniently.

Good matching of components and close tolerance on a special reference
voltage supply are required. The clocking function may be obtained by
controlling the negative voltage supply by gating or a sinusoidal voltage.
A two phase clock is required for flip-flop functions more complex than
simple storage. An additional transistor, which shares a common collector
with other input transistors, is regquired for each input. The voltage
difference between the "1" and "O" level is usually very small, resulting
in reduced DC stability and noise margin, NS-DC-TL offers high speed oper-
ation at the exrense of high power dissipation.

Diode-transistor logic (D-TL) is probably the most popular tyve of
integrated circuit logic, due to its similarity to discrete comoonent
circuitry and the excellent operating characteristics., D-TL circuitry
operates with wide parameter variations to minimize the possibility of
malfunction due to drift failure. Actual failure testing has shown that
redundant D-TL is not sensitive to most catastrophic failures. D-TL is

most commonly available as NPN positive logic NAND integrated circuits,
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The wide variation of performance characteristics for
different suppliers of the same logic types is due to several causes:
differences of circuit parameter design, lack of standard test conditicns
(temperature, fan-out, voltages, etc.), as well as the rapidly improving
technology in this field, Two recently announced improved versions of
previous elements (Westinghouse D-TL and Fairchild R-DC-TL) are indicated
in the figure., The rapid rate at which improvements have been made in
the field of integrated circuits makes it impractical to make an arbitrary
decision tc use only one locic element for all future spaceborne redundant
systems. . General characteristics, as well as the srmecific requirements
of redundant systems, may be used to make recommendations, however,
based on available information. The general characteristics discussed
below may be used as a guide to the choice of circuits, even through
exact requirements may vary.

Since systematic redundancy is most efficient and powerful when
the basic elements are highly reliable, the realization of high system
reliability with minimum weight and power penalties requires circuitry with
high basic reliability. High circuit reliability, especially for extended
reriods of time, is usually realized when the circuit configuration is such
that proper operation is not excessively sensitive to parameter variation
or environmental extremes. High speed performance does not appear to be

a particular requirement for most spaceborne systems; low power dissipation
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if sufficient gain is available. Loglc operation is ecuivalent to D-TL
with increased speed and lower nower dissipation under cemmaratle
Additional gain may be easily obtained for D-TL by sub-

stituting an emitter follower for the final level shifting diode,

The speed-power performance of some of the commonly available
logic elements currently available are shown in figure 1L, This figure
shows the advertised performance characteristics of different logic types

available frcm different suppliers,
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(TEXAS INST.)
T-TL NAND o
(SIGNETICS) D-TL NAND
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Figure 1lli Speed-Power Performance
37




inrut must be able to provide sufficient drive to cause the output to be
"O" for rroper operation. Fan-out capability is obtained by providing
each output with the ability to drive several inputs. If actual failures
may cause all of the inputs to a2 circult to be overloaded, then any other
circuit receiving any of these innuts are also effectively failed, Addi-
tional fan-out carability is usually reflected in increased nower consum-
tion, which, in turn, increases reliabtility problems.

In contrast,the turn-on current for positive NAND logic is obtain-
ed within each logic element, This drive current is diverted to a low
impedance invut whenever any input is "O", Fan-out capatility is provided
by the output transistor gain, and may be increased without significantly
increased power requirements. Since drive current is provided by each
circuit, rather than by inruts, failures within an NAND circuit usually
do not affect proper operation of inputs. The back-to-back diode coup-
ling also offers good isolation characteristics. Actual failure testing
has verified that failure effects in D-TL is usually limited to the
circuit in which the failure occurs.

Limited testing for the effects of both transient effect of
high gamma radiation and the permanent effect of integrated neutron flux
has shown that D-TL integrated circuits are more resistant to radiation
than forms of DC-TL? The transient effects of high gamma radiation appear
to be primarily due to the leakage of the collector isolation diode. DC-TL
is more susceptible because the larger number of common-collector transis-

tors used creates a larger junction area. DC-TL was seriously affected at
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is a much more desirable cbaracteristié. Available vower (and total
energy) is often limited on space missions; the additional circuitry
required to reduce the probability of system failure will further emphasize
this problem. The nower required by individual circuits must be held to

a minimum to keep total power within available limits. The reliability
rerformance of mést integrated circuits depend on the temperature stress.
The use of low power circuitry is an important factor in reducing the
temperature stress, which, in turn, improves the basic reliability and
performance characteristics of the individual elements.

Although T-TL offers high speed at low rower levels, its
sensitivity to parameter variation, noise, and intut current "hogging"
has reduced the general suitability of T-TL., This sensitivity anpears to
be a major disadvantage because the individual circuits in a redundant
sracehorne system are required to operate reliably desrite severe environe
mental variations and the occurrence of failures within the system., Since
inverse transistor action can limit the input voltage signal, failures
within the circuit or on the outrut may affect the inruts, This transfer
of failure effects to inputs would be a serious disadvartage in redundant
systems, where the effect of failures must be minimized.

DC-TL appears to be even more sensitive *o parameter variations
ancd failure effects, except for the variocus moedifications which are used
to reduce this oroblem. Positive NOR logic appears t o be particularly
vulnerable to output failures resulting in failure of input signals. This

ocecurs hecause the transistor turn-on current is obtained from inputs; any
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available integrated D-TL circuits appears to exceed the requirements of
most spaceborne systems, Some of this excess speed capability may be
traded for lower power requirements by reducing the power supply voltages.
Power dissipation could be further reduced by a redesign of vresent D-TL
circuits to use higher resistance values, High resistance is a diffi-

cult problem in present circuits, since the characteristically low resis-
tivity of diffused resistors requires a large area for high resistance
values. The use of thin film resistors and capacitors on the silicorn block
in which the semiconductors are diffused, as planned by Westinghouse for
the near future, would permit circuit desipn for significantly lower power
dissipation without the large areas and narrow strip layout required for
totally diffused circuitry. Such single-chip hybrid circuits are not
presently avallable for general logic use.

It is expected that the positive logic NAND function will be

used, since this permits logic design of functions as the sum of rroducts,
which is convenient for reduction and simplification by familiar methods.
The NAND circuits shown are particularly vérsatile, since the collector
ocutputs may be connected together to form AND-OR-NCT logic functions
directly. RS flip-flops may be formed by interconnected NAND elements;
formation of more complex functions such as a compatible counter element
require a large number of NAND elements and a two-phase clock. The majority
veter is not a commercially available element, but it is easily constructed

from NAND elements.
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gamma levels of 106 to 107 R/sec., while Signetigs D-TL withstood an

order of magnitude increase. Signetice D-TL also showed more resistance
to integrated neutror flux, but no microcircuits showed damage at ordinarily

1L

expected dosages., At a flux dose of 2.8 x 10 neutrcns/cm.2 (equivalent
to abgut 100 years of continuous exposure in the Van Allen belts), Texas
Instrument elements failed; Fairchild elements showed some waveshape
deteriroation: Signetics and discrete ccmponent D-TL shcwed no ncticeatle
effects,

E, Logic Selection

Integrated D-TL circuitry appears to be the mcst arpropriate type
of logic for general use in redundant logic systems for svpacecraft missions.
It has beer chosen for the general advantages of features described abtcve,
and particularly for its suitability for use in redundant svacetorre ecuip-
ment, which requires both high immunity to noise and narameter variation,
as well as reasonatly low power dissapation. These requirements are
generally not available in the various forms of DC-TL. Although T-TL logic
is equivalent to D-TL, currenrtly available elementis are toc sensitive to
inmut current "hogging" to be suitable tor use in redundant systems.

D-TL is known to have high noise immunity, good input-to-outnut
isolation, good capability with other circuitry and relatively low power
consumption., D-TL is particularly insensitive to drift failures; failure
testing had shown that the effect of most catastrophic failures is not

especially harmful in redundant logic networks. The speed carability of
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The NAND implementation shown utilizes common output logic so that
the voter requires only twoc more gates than conventional majority voters,
and retains a two element input to output propagation delgy. NOR implemen-
tation, however, would require a total of eight gates and four element
input to output propagation delay to obtain input isolation for NPN positive
logic. It is expected that the isolated inout majority element shown will
be more reliable in normal operation (all innuts alike) than a more conven-
tional configuration, since very few singie failure modes can cause the
output to disagree with the inputs when all inputs are identical.

If higher orders of redundancy»aré used, then each invut is
provided with isolation gates. Since component redundancy is not used to
protect against single failures, a simble test consisting of monitoring
the logic output while applying all combinations of logic inputs will
completely test the operation of the circuit. A custom-packaged majority
voter would significantly reduce the si-e and weight of a redundant system
when compared to one using individual packages. The packaging of this
majority voter is of particular importance because it is used repetitively
in a redundant system.

G. Comparison of Suppliers

Integrated, single-chip D-TL NAND elements are available from
Sylvania, Siliconix, Westinghouse, and Signetics, among others. Advertised
power-sveed performance and power dissination at comparable voltages are
shown below in Table II. It is noted that Siliconix offers the best power-

speed performance; the Signetics gate with low power comnnection offers the
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F. Majority Voter Design

Failure testing has shown that vnarticular care must he —-sed for
the desipn of restoring elements so that failures on one ir-ut to the
resterer do not cause failures on other ir-uts, and the failures in the
restoring elements do not cavse failure of a majority of immuts., This
testing has shown that a conventional majority element {whether corstructed
as the minimum discrete component circuit, or of interconnected NCR or KAND
elements) may experience failures which either cause immediate failure of
the entire set of restorers, or which would cause the same result if a
single inrut error occurs) If such effects are overloocked, the system
reliability may be seriously degraded. Shown in figure 15 is a three

input majority element using NAND elements which cannot cause an entire

set of restorers to fail due to any single failures,

} T MAJ(A,B,C)

N

Figure 15 Majority Llement with Invut Tsolation
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redundancy when power is limited, and will increase basic reliability by
reducing temperature stress. Duye to the high power requirement, the
Sylvaina NAND element is not recommended for general use in spaceborne
redundant systems, The Sylvania NAND is most useful as a hirgh speed
element with high fan-out capability. Although Silicomix offers superior
verformance characteristics for the NAND function, when comrared to West-
inghouse &hA Signetics, the advantage is primarily that of increased speed,
which is not necessarily required for most space missions. Accurate
reliability data appears to be lacking, due to the limited production of
Siliconix elements. The Siliconix NS-D-TL circuit merits further study
into other potential advantages, such as operation with parameter change,
greater fan-out capability, and compatibility with redundancy testing
techniques.

The operational characteristics of the Signetics and Westinghouse
NAND gate are quite simllar; the Signetics gate can operate at somewhat
lowei' power dissipation when this mode of operation is chosen. Although
reliability data is available for both suppliers, Westinghouse has the more
extensive reliability testing program for their integrated circuits. The
availability of accurate reliaﬁility data is an important requirement for
the efficient design of high reliability redundant systems. Westinghouse
operating 1ife tests of early models at 2S°C has indicated a failure rate
better than ,053% ver 103 hours per element at 50% confidence. 1t is
expected that continued improvements and increased sample size will verify
a failure rate of better than .001% ver 103 hours per element with a high

confidence, as required by the Air Force improved Minuteman program. West-
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lowest total power dissimation at the same power supply veltages.,

TARLE ITI COMPARISON COF D-TL SUPPLI KRS

Power Power-Speed
Dissipation Product @ 25%¢
Siliconmix  +LV 5 mw 60 X107 watt-sec
Siliconix +3V 2 38
Signetics  +LV,~2V 6 180
Signetics (low power) +LV 2.8 168
Westinghouse +LV 3.7 190
Westinghouse +6V 8.5 255
Sylvania 15.0 195

Delay and binary counter elements are available from Westinghouse
and Signetics. The current Westinghouse binary element recuires consider-
ably more power than the Signetics because the Westinghouse element (which
dissipates 7% mw,) cecnsists of interconnected NAND functions on the silicon
ciip. The Signetics counter requires 16 milliwatts, and uses caracitive
coupling and steering. Westinghouse plans to have a caracitor-steered
binary counter available soon. The Westinghouse direct-coupled elements
would not be as sensitive to input rise and fall time as the caracitor
coupled elements, although either type will count at frequencies in excess
of 1 megacycle,

The use of low power circuitry is considered to e an important

consideration, since it will allow greater flexitility on the use of
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characteristic, This is expected to be used to reduce vower requirements.
In addition, the base bias resistor is brought to a separate lead so that
a negative voltage may be used to improve transient response. Access to
this point is particularly important for the testing procedures described
in the next section of this report.

It appears from currently available catalog information that
Signetics is presently the most suitable single supplier for integrated
circuit elements for the constructicn of redundant spaceborne equirment.
Signetics offers a relatively complete catalog line of elements recuired
fer digital system design, and generally offers significantly lower power
requirements, The use of a sevnarate cornection for the transistor base
return is particularly suited for the arplication of the testing precedures
to be descrited later. Indevendent circuit testing has generally observed
that the Signetics circuits are ouite suitable for general use, and are not
particularly sensitive to parameter variation, noise, temperature, or the
effects of radiation.

The choice of Sigretics as the most suitable supplier is not
based on a single parameter, but is based on the several characteristics
descrited above. The more important characteristics applicable to Signetics'
circuits which are expected to be important for redundant systems include:
low power discsiration, single power suprly operation, complete line of D-TL
logic modules available, compatibility with testing teclmiques for redundant

systems, and availability of reliability testing data,
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inghouse is a major supplier of integrated circuits for the Minuteman pro-
gram (Texas Instruments is the only other major supplier), which is the
first high volume integrated circuit contract. Circuits supplied by Westing-
house include drivers, sense amplifiers, several types of switches, and
various general amplifiers, as well as common logic elements. Westinghouse
ie currently manufacturing R-NC-TL and T-TL logic elements in addition to
D-TL, and has extensive capability for custom circuits and variations of
current elements, A 50 NAND gate element on a single silicon chip has been
developed for JPL. Combining the functions per package would be a signi-
ficant factor in the reduction of the size and weight of redundant eqripment
when compared to individual package designs.

Signetics offers a variety of integrated D-TL circuits and integrated
components for laboratory evalvation. They have conducted noise sensitivity
and life tests. The operating life tests of the NAND element at 2500 have
indicated a failure rate as low as .12% per 103 hours per element at 50%
confidence. The circuits appear to be compatible with most input-output
eouipment, as well as the redundancy testing techniques described in the
next section of this revort. Performance testing and evaluation of most
of the Signetics circuits have been performed by the U.S. Naval Air Develop-
ment, Centere. Their tests indicate that Signetics circuits generally meet
advertised specifications and seem quite suitable for building logic systems.
The stardard circuit and lead arrangement of the Signetics gate allow a
consideratle degree of flexibility in the checice of the particular character-

istics. A change in the connections to the gate alters the speed-power
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The statistical relationship between reliability and operating

time is derived by assuming that failures occur at constant rate and are

| inherently random and indenendent. After some period of operation without

maintenance,the reliability of a typical multiole line; majority voted
redundant system falls off and becomes less reliable than the non-redundant
version., This behavior is normal since the greater number of compcnents
subject to statistical failure eventually cause the majority voters to have
incorrect outruts, The initially flat portion of the redundant system
reliability curve is the characteristic which is exploited to provide high
mission reliability.

Sinée current spaceborne equipment is unattended after mission
commencement, it is important to assure that the equirment is in perfect
working order "before launch". It may not always be practical to completely
test each part of a redundant systém after final assembly and installation
into a space vehicle, and thus the term "before launch" includes diagnostic
testing before final‘assembly. It will be shown that a redundant system
may be conveniently diagnosed for the presence of failures after final
assembly and installation in a space vehicle, This may be accomplished
during thé pre-launch test period when the vehicle is about to begin its
mission. Essentially the techmique employed is that of removing the failure
masking effects of redundancy and testing the replicated systems separately.

The function of these tests is initially to detect the occurrence

of a failure and secondly to determine its location. The tests would be
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IV. Failure Testing of Redundant Systems
A, Tntroduction
1. Characteristics of Redundant Systems
The outstanding attribute of a redundant system is that of
providing high reliability for a longer period of time than the ncn-
redundant counterpart. Typical reliability curves depicting this relation-
ship for a simple system shown in figure 16, It is assumed here that both
systems begin operation with all circuits, subsystems, wiring, etc. in a

failure free condition.

REDUNDANT SYSTEM

CONVENTIONAL

SYSTEM
RELIABILITY
LN S,
e
MTBF(CONVENTIONAL svsnzm———»}
0 J >
OPERATING TIME lA

Figure 16 Reliability of Conventional vs. Redundant Systems
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veriod between maintenance checks should be sufficiently short so that the
reliability for the maintenance period is high. The probability of operation
repeatedly traverses the initially flat portion of the redundant reliability
curve,

The general problem of diagnostic testing is to provide suitable
test facilities and methods which are effective in determining whether a
failure has occurred, and to determine its location. In a redundant system
the implementation of test facilities entails many considerations, ranging
from basic system configuration to the details of circuit design. In a
conventional non-redundant system, test provisions are all too often given -
only token consideration. Although the test features provided may be in-
effective or inconvenient, the diagnosis, failure location and revnair of the s
equipment is often made nossible through the ingeruity of an exmerienced
technician., A redundant system similarly encumbered imposes a much more
difficult task. Thus the need for integrating system configuration and test
facilities in the initial design stages becomes extremely important.

2. Testing of Conventional Systems
The techniques for detecting a failure in a redundant system

represents a problem which is alien to the test philosophy of conventional
systems. In a non-redundant system the effect of a failure is rather

dramatic and is usually evidenced by either partial or total system failure,

or obvious changes in operational behavior, This simvlifies the problem of
detecting an error, but is small consolation to the user who loses the

service of a system without warning, perhaps at some crucial moment. Total
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useful in deciding whether the eguipment should be finally assembled and
installed into the space vehicle or if the equipment is frec of failures
and ready for launch, The goal here is to assure that all of the initial
failure protection which has been designed into the system is available,

In a non-redundant system the best one can do is to test the system
and then hone that no failures occur. The statistical nature of failure
occurence, hewever, offers little ascurance that a failure will not occnr
Just after mission commencement. This occurrence often orecipitates tctal
missicen fs3ilure in a non-redundant system. The redundant counter—art is
cbviocusly better suited to tolerate random failures. Further, a typical
order three redundant syvstem which has been diagnosed to re free of failures
pricr to mission commencement is not vulnerable to single failures and thus
offers a high degree of aszurance of missicn success.

Further tests would be utilized to isolate and locate the failure.
The goal here is to effect revair and thus return the system to —erfect
working order. Since this may consume considerable time and involve special

repair or reprlacement facilities, a duplicate system, which has been fcund

1

ree from failure, may be required tc expedite scheduled installaticen intc
the space vehicle,

For redundant systems which receive maintenance the purpese of
diagne stic testing is again to detect and locate failures, The geal, liow-
ever, is to return the system to nerfect werking order and thus assure the
highest nossible reliability during the entire operational 1ife of the equip-

ment. In order for reriodic maintenance tc be effective it follews that the

c1




be detected at the circuit test point level by changes in normal wave-shape.
At the comronent level the degradation may be considered as a failure. At
the circuit level this condition represents an impending failure, Under-
standably it is important to detect and repalr impending fallures since it
is very likely that the circuit will soon fail. This is one of the more
important aspects of periodic maintenance of non-redundant systems, Often
the system may be operated normally and the vafious test points monitored
tc detect marginal voltages, wave shapes or rise times. This represents

a very time consuming procedure and is severely limited in effectiveness
by the number of test points which are provided. Many marginal components
are then essentially Qndetectable.

Another problem which often arises is when a failure in circuit
operation becomes sporadic. In this case the system may operate rormally
for most of the time making the location of the fault a difficult task.

As so often happens, just as maintenance personnel are in the process of
converging on the fault location, the fault disappears and the system
operates normally. The problem here is that the fault is not vresent leng
encugh to allow an adequate diagnosis of the difficulty.

A more powerful arproach for locating impending and sroradic fail-
ures involves the aoplication of stress to the system. This will often
precipitate a circuit failure bty subjecting comfcnents tc a2 condition which
magnifies any degradation., Conéider now the two general classes of approaches

for imposing system stress--envirommental and electrical. Environmental



systemn failure usually indicates the failure of a majer furction, such as

a power suovly or clock generator. Changes in operational behavier and
vartial failures normally provide symptoms which,when analyzedgare valuable
ir converging on the failure location. In a redundant system the effect of
a non-critical failure is not evidenced by any change in system behavior.
This means that the effect of a failure does not provide gross symptoms
which may te used to indicate its occurrence or determine its location.

The solution to this unicue problem is suggested through several avenues of
appreoach which represent diagnostic rouﬁines and implementation schemes
unique to redundant systems.

Before considering the unioue demands which a redundant system
imposes on the recuired test facilities, it is useful to consider scme
anproaches which are applicable to digital systems in gereral. These
general approaches include waveshape monitoring and the arplication of
various stresces to enhance the chance of detecting vnresent or potential
failures. The combination of general approaches with the srecific ap-
proaches tc bte suggested appear to offer a more inclusive repertcire of
techniques froem which to choose.

In a conventional system a failure of some circuit or sub-system
normally rrovides an indication of its occurrence by the resultant changes
in operational behavior. Thege are usually designated as catastrophic
failures, Degraded components which are not sufficiently marginal to cause
circuit fallure are more difficult to detect because there is no indication

of a change in system behavior., Often, however, a degraded ccmpenent may
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they are nct readily amenable to system testing but find greater utility
at the component or sub-system level, A case in point is the development
of highly reliable components, i.e., by carefully controlled production
followed by extensive testing under a variety of‘environmental and elec-
trical conditions.

Electrical stress is a more convenient method for detecting
marginal components and imrending failures. A convenient method for stress-
ing an ertire system simultaneously is that of marginal voltage testing.

In this approach the system power suonly voltages are varied tc combinations
of maximum and minimum levels for which the circuits were designed. When
all defective components, modules or sub-systems have been detected and
replaced the system pvower supplies are returned to fheir ncrrinal values,
Marginal voltage testing is often combined with simulaticn routines and
static and dynamic measuring techniques to provide an inclusive test program.

Simulation programs provide a form of electrical stress which is
seen to exercise the variety of operational functions which a system may be
required to perform under actual operating conditions. Often however, a
simulation technique may subject the system to operational sreeds which are
not encountered in normal system operation. This might be accomrlished by
varying the freauency of system clock generators to either increase or
decrease the speed of operation. In a spaceborne sequencer, for example,
it may be necessary to sneed up the occurrence of time events by several
crders of magnitude in order to test all functions in scme reasonable test

period. In other applications increasing the speed of operations to the
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stress may be typically sub-divided into température, humicity, prescure
vibration, shock, radiation, etc. The application of one or combination
of these environmental stresses is seen to present three main probtlems;

1) the size, complexity and cost of the facilities required, 2) the
difficulty of performing measurements in an alien and often dangercus en-
vironment, and 3) the possibility of subjecting components tc unnecessary
stresses and thus causing unwarranted damage or destructicen,

Temperature stress is nerhaps the most nopular arproach becauze of
its utility in causing rarameter changes in resistance, capacitance, leakage,
gain, threshold, etc. A second advantage is the small amount of additicnal
facilities which are required, Often, temperature stress may be conven-
iently applied by controlling the system cooling to increase or decrease
operational temperature. Component variations caused by temperature stress
of ten make circuit operation marginal when such changes are beyond the
normal specified design limits. Thus a comronent which has become only
slightly marginal at normal operating temperature, and is indicative of
impending failure, may be magnified bty temperature stress to rrecipitate
circuit failure., This method is often used, for example, irn testing tran-
sistors for leakage current degradation at elevated temreratures. In a
system test the increased leakage current of degraded trarsistors causes
circuits to become sufficiently marginal to effect circuit failure,

The remaining types of environmental stress are diffic»lt to imvose

on a system without test facilities of vast complexity. For this reason
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by the vast improvement in reliability which a redundant system provides,

Since a conventional system normally provides little indication
of an impending failure, the only available resort by which the system qual-
ity may be diagnosed is by the applicetion of stress., It is, however, an |
inconclusive test of the systems ability to perform reliably. In 2 redun-
dant system the application of stress to components and circuits for the
purpose of detecting impending failwures is not of significant value because
the effects of individual fajlures are masked by the system configuration.
Although redundant systems are able to tolerate failures without czusing
total system fallure, it is often desirable to diagnose the system to detect
any internal failures. It will be shown that the application of conditions
which reduce the ability of a redurdant system to withstand internal fail-
ure acts like stress by modifying the configuration so that the failure
masking effects are removed. In this mamner, failures which are present
will be indicated hy the behavior of the system. The following paragraphs
will describe techniques for detecting and locating failures in redundant
systems,

An order-three, multiple-line, majority-voted redundant shift
register system will be used to demonstrate basic approaches. This is done
for ease of explanation and is not intended to suggest that the approaches
may not be extended directly to more general system configurations, or to
higher-order redundant systems. It may be noted that the testing of redun~
dant systems will involve a hierarchy of tests involved with first testing

the signal processing parts, then the testing of the restoring elements,

and finally the testing of the hardwere added for the initial testing function
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maximum design limit is often useful for magnifying the effect of marginal
comnonents, For exammle this technique is seen to be useful in determining
degradation in canacitive coupling circuits.
A reduction in operating speed does not usually subject the systenm
to stress but is useful in ascertaining that some normally fast sequence
of operations is being verformed correctly. Here, the reduction of clock
rate is utilized to allow cperation sequence to be conveniently monitored.
The general approaches discussed are primarily useful in precipitating
static failures which are impending or sporadic. DC failures arnd catas-
trophic failures are usually immediately apparent from the manner in which
the system hehaves. When only a portion of the system fails in the static
state it often provides symptoms which may be used in diagnes ing the
location of the failure. If a failure occurs near the "front end" of a
system, the majority of cutruts will usually become static. Tn this case
the symmtoms are not sufficiently exnlicit to allow ar adequate diagnesis,
Similation equipment then becomes useful in determining the failure location,
This is accomrlished by ar~nlying suitathle signals at the various subsystem
inruts and monitoring outputs for the rresence of the correct respense.
3. Failure Detection in Redundant Systems

The problem of detecting a failure in a redundant system is
usually more difficult than in the conventional counterpart, because the
effect of non-critical failures do not provide gross symptoms of their

occurrence, This difficulty in dlagnosing a failure is amply compensated
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rresent in a maintained redundant system, so that further corrective
action may be undertaken. It is important that all failures te detectable
ir a maintained redundant system, sc that failures are not allowed to
accumulate and degrade system reliatility.

4. Failure Location in Redundant Systems

If a failure is known to exist in a redundant system, it is

often desirable to obtair further information concerning the locatiorn of
the failure, This is generally required so that the module containing the
failure may be repaired or replaced., Although it is very desiratle to be
able to detect any failure to permit maintenance, it is only necessary to
locate failures to within the smallest replaceable module. Therefore, the
requirements of failure detection depend strongly orn the contents of the
smallest replaceable module., If entire subsystems are contained in a module,
then each subsystem could be provided with independent failure detection
hardware. This would be sufficient to locate failures within the replace-
able module, It is possitle that the recuirement for test points at each
replaceable module to permit failure location may in turn determine the
practical size and contents of the module. If the test points and con-
nections occupy a large space compared to the basic module, then the volume
efficiency is rather poor, and a larger replaceable module might be more
practical.

If repairs are exrected to be made while the system remaing in
operation, then the module which contains the failure must nct include the
remaining replications of that function. This is necessary to rermit the

system to operate while the module containing the failure is removed.
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itsel’. The extent o~d cormplexdty of this hierarchy will depend or the
confidence vhich is required of the tests and the desree of autometion
desired. It sppears impossi-le, however, that perlectly relishle opere—
tion can ever be expected rom any hierarchy of imperfect equiprent
monitoring other equipmert. Although these testing metliods are intended
to make 2 sigrificert contribution to tlie techniques aveilshle for testing
redundant equipment, it is expected thiat [urther work in this srea will
result i» furtier improverments. The accurscy and complexity ol the tests
should he talenced to ol:tein efficient srstem operction.

Cften, the protlem ol failure detection is directl: conrected
rith the requirement for determining the location to facilitete meinter—
ance repairs. Thereflore, some of the more complete testing methods will
inelnde combined detection and location. Although failure locztior teook-
rignes are nisnellr more complex than the basic failure detectior teclhiniques
therr ofter inclwe complete failure detection copabilitr in order to locate
21l failures wihnich might exdst in o redundernt system., Failure location
tecrriques also provide ellective methods to detect ard locete failures

.

in the failnre detection ond loeation eireuitry itselr,

—

“esic feilhre detection will prokebly be most usef™l as o

)

verification technique to indicate that ot least = mejor portion of ¢
redurdant srrstem i1s feilure free. This 1ill assure that the Jzilure pro-
tection vhich has been designed into a redurdsnt system is aveiledle to
prevent system feilure, 3imple failure detection techriques are also expec—

ted to be a prelimirery technique which will indicate il anr failures are
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# redundant confimmwatior mar be conveniently removed b eortrolling the
crtputs of the signel processors. This is essertiallr o gross s;s3tem
approsch ‘rieretrr the cccurrence of 2 feilure is inrdicated b Zoreing the
srstem to csstme various vulnerable confisurations. I the srstem is
ellowed to either cperate normallyr, or in some corfizurstion for which
21l operstions czre performed correctlr, the deteection 2:d location of
failures mer e converiertly accomplished hr examining replicated elcrerts
?cf simel diszgreemert.

Ir mer; respects, the locetion of failures in & redundert s:s—
lert is a rmch easier tesk than in the conventional srasten counterpart.
Tis is hecause an irproper signel neyr be determined h comparison with
its repliceted versiors, If ¢ redwndant svstem is operating correctl:
i~ an overell srstem sense, then the correct sirnel of cach moritored
elerent is svailable 2t lerst at 2 mejority of zssociated test oeints.,
T™is is seen to eliminezte the tedives tesk of monitoring elakorate irve

~r

shepes erd sequences. llainterance personnel are t-en presented with ¢
s—stem whieh, in pfinciple, contains an integral harndbock of normel si--
rels to he expected a2t the various locations. The srstem mew be permitted
to operate normelly, without simmletion equipment, performing operetions

whose hirerv seqnence a2t anv single location is so complex thet one comld

not hope to describe them adequetely in arm~ handhook, This sucrests the

B

possihilit—~ that meinterance personrel need not te completelr familiar

with the detailed operction of the systen.
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If the entire module is to be replaced if it contains a failure, then the
failure location technigue must be sufficiently accurate to determine which
module contains the failure. This module may then be replaced without
interruption of normal system operation. Maintained redundant systems
which are continuously monitored and repaired require a combined failure
detection and location technique which may be arplied without altering the
operational characteristics of the system. It will be shown that relatively
complete testing may be accomplished during system operation. This is pos-
sible because the most frequent and harmful failures usually cause signal
disagreements at the inouts to the voters. These signals may then be
compared, either automatically or with the use of test points, to detect
and locate these failures., Certain system configurations are amenahble to
controls which allow complete failure detection and location with access only
to the signals at the inmuts to the voters., More generally ammlicatle
techniques require access both to the voter inruts and outvuts. These tech-
niques, as well as the implementation circuitry required, are described in
the following paragraphs.
5, Signal Comparison in Maintained Systems

The location of a failure in a conventional system requires
that a handbook be provided to indicate the correct wave shape and binary
sequence to be expected at each location. This is in addition to sim-
ulation equipment which may be required tc place portions of the system
into dynamic operation. The redundant system masks the effect of individ-
ual failures and thereby makes the task of detecting thelr occurrence more
difficnlt. It will be shown, however, that the masking effects of a
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oscilloscope or voltmeter is used in a conventional system. As indicated
previouslyr, it may be undesirable to provide these test points 2t every
signal processor end voter output in the system. This may be due to the
lack of access to the signals, the physical size ol the test points in
comparisor to the eirecuitry being monitored, or the signal loading caused
by test point leads. In some applications it may therefore be desirsble
to provide error detection and displey zs an integrzl part of the system.
Integral signel comparators may te desiratle for example, in 2 maintained
redundant system which is continmously monitored during operation and each
failure is repaired as soon as it is detected. This maintenance philosophy
21llows 2 rmch higher system reliability than aveilable with periodic main-
tenance. Vith proper design it appears feasible to remove and replace
defective modules without disturbing the operation ol the system.

3ince signel comparators will indicate only when signal disagree-
ment occurs during the normal system operaticn, more extensive tests are
required to detect and locate such failures as might ociur in sipnel pro-
cessors which are not to be used for some modes of system operation, some
of the failures in voters, and failures that mizht occur in the control and
signal compaerison circuitry. This suggests a maintenance philosophy of con-
timous monitoring combined with periodic complete testing as follows: 5igral
processor outputs are continuously monitored during the operation of the
system for the indication of the more frequent and harmful failures which
canse Incorrect signals. These failures are located and may be repaired

without interrupting normal system operation. Periodically the normal




The determination of an error could be provided by a dillercicc
Jetector in combination with a suitable indicator. . technician would he
required only to monitor the various test points in some prescrihed senuerce
il erriving at the location of a2 signal disagreement. Ile would rot ‘e
required to possess any special knowledge of +hat constitutes & correct or
incorrect wave shepe, binary sequence or repetition reite, Alsc, most dif-
lerence detector devices which might bte employed will signal eny large de-
parture from normal signals, and may include memory to indicate the location
of trensient or sporadic failures, TFrom this we may conclude that the
treining requirements for maintenance personnel may be apprecisbly reduced,
thus providing redundant systems with a distincet maintenarce cost advantege
over the more conventional counterpart. This attribute slone might hecome
e significant factor in evaluatirg the total utility of a redundent systerm
which is periodically maintained.

In order to reduce the total system failure rate, periodic mein-
tenance rmust be conducted at a sufficiently short interval so thzt indivi-
duel failures are not so probahle that system reliebility is eppreciably”
degraded. In addition, if system failure occurs it might be necessary to
employ simulation equipment to place portions of the system back into oper-
ation., The advantage of not requiring simulation equipment to locate
individual failures is an important feature of a maintained redundant system.
This the furction of periodic maintenance is not only to assure high system
reliability during the life of the equipment, but zlso to eliminate the
requirement for simvlation equipment to locate failures.

Thus far in our discussion of maintained redundant systems, it hes
“een implied that the signal comparison equipment is usually externally

applied to the appropriate test points in much the same manner as an
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Figure 17 Singular Rank Testing

consists of the components of the non-redundent equivalent system, separated
br the majority-voting restorers, ILach of the signel processing elements
(irdicated by hlocks) within the same rank are designated with the same
cepital letters; each of the majority voting restorers (indicated by circles)
within the same rank are designated with the same lower case letters.

The corresponding replications of the same signal processors zre
hereafter referred to as bteing on the same file of the system. Each element
in the file normally performs the same function, and is designated with the
seme mmber. Fach signal processor file corresponds to individual functions
at the non-redundant system. If a signal processor file has a restoring file

associated with it, the restoring file mey be assigned the same number.
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operation of the srstem is shni down to allow the srstem to be corpletely
exercised and the otherwise undetecteble [ailures to he lecerted end repzirel,
Ir cortrcst, the periodically mointeined system is allowed to eccumlete

~

Teilures, even though they meyr ke esslly detectable, until the end of =
schednled meintenence period. Continuous monitoring and repairing is there-
fore 2 very powerful technique for detecting and repciring most feilures
23 *l.er occur, without seriously impairing the arility ol tie sstem to
opercte contirously while individuel Ioilures are repaired.
Z., 3inguler Renk Testing

1. Detection of 3Jignel Processor Failures

An obvious method for detecting failures ir a trpicel redundant
sstem ic to seperate and reconnect the replicated perts to creste indi-
- j3
viduel, irdependent svstems., Izch system mey then he separstelr dizsrosed
) ¥ )Y ¥ =
for the presence ol fsilures in the conventional manner. This would require
thet the hasic system be provided with a2 large nmmher of special switchings

«

circuits vhich zccomplish a seperation. JSuch an approseh is somevhat im-

L]

practicel bhecause of the expense, complexdty and relishility Jegsradation
vhich the additional circnitry and wiring would impose, As 1[ill re showm,
& mch simpler mezns is availsble to provide a pseudo-separation of repli-
cated srstems without requiring an elaborate switching mecharizction.

As zn exarple, consider the simple redundant confiruration shoim

in firure 17. Zach of the complete replications of the non-redundent srstem

ere herezTter referred %o as 2 rank of the system. DIach rank normell;
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com~limentary states of the A and B rank blocks are reversed. If an
incerrect final cutput results for both tests it indicates that at least
one failure is present in the C signal processors, the c voters or com-
binations of both. If only one test is successful, then a failure is
evidently present in one or more of the ¢ voters.

Success of either of the above tests is sufficient to verify that
all C rank signal proce=sors are failure free. It should be noted that the
oresence of a correct outnut for both complimentary test conditions does
not verify with certainty that the ¢ voters are failure free. This is be-
cause each voter was subjected to less than the maximam nossible number of
in~ut signal combinations. Consider the various combinations of irnmut signals
and the correct resmonse of a three input majority voter in the table be-
low. States 1 and 2 rerresent the case when A="1", B="C", and C="N"; states
3 and L represent the case when the static signals on & and E are reversed.
All signals are the same for states £ and 6. States 7 and 8 occur when

C disagrees with the other two innuts.

State No. A B c Output
1) 1 0 1 1
2) 1 0 0 0
3) o 1 1 1
i) 0 1 0 n
5) 0 o 0 0
6) 1 1 1 1
7) 1 1 ) 1
8) 0 n 1 n




Tt will be assumed that the order of redundancy is unifcrm
throughout the nortien of the system which is being tested and trat the
orly intercornectionc tetween ranks cccur at the inmutes te restorers.
Singular rank testing will assume that there is ne restrictions cn system
size, config-ration, or uniformity of direction of =signal flow, Thesc
characteristics are chosen to he compatitle with current redundancy cyntresic
techniques.,

Suppose that the control lines shown in figure 17 -revide a
means of causing each outnut of the rank signal. processors tc assume
either the "1" state, the "O" state or "N" (ncrmal oreration). In effect,
the output of the A and B rank "locks have heen forced to assume definite
DC failure states. The mechanization to accomplish this is described in
part D of this section, and will te shown to entail only slight mcdificatior
to the normal circuitry., Consider the effect of causing all the A and R
rank signal processors to assume a static comnlimentary state, allowing
the C rank signal rrocesscrs to operate normally, ard that the system
is allowed to operate with its rocrmal innuts. Under the conditicns that
all A and P blocks are im a comn’imentary state the in-ut to each voter c-n-
gists of "', "0" and the ont~ut of the nrecceding C rank signa! nrocessecr
out~ut. This means that the dynamic signal »redominates and gauses this
signal to aprear at the cutrut of the voters. If all voters cperate cor-
rectly, the system is equivalent to a non-redundant s:stem, and may te
comnletely exercised in the same marner as the non-redundant system
to verify that all signal proce-sing blocks in rank C are functioning

correctly. This test should also yield identical results if the
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condition of the voters as was described by the example of the C rank tests.
However, the following voter inmut-output operation has been verified with
certainty: All voters will make correct decisions if the inmut from the
rank in which the voter is located agrees with at least one of the other
incuts.

The condition which has not been verified is the uncertainty that
a voter will make a correct decision when the inout from the rank in which
the voter is located is in disagreement with the majority of the remaining
inputs (both remaining inputs for order three redundancy). It should be
noted, however, that the complete set of singular rank tests will result in
the application of all possible combinations of inputs to the voters. These
tests are therefore sufficient to verify that any undetectable voter failures
cannot combine with further single failures to cause an order three system
to fail.

There are, however, a very limited number of component failures which
can occur in the majority voter which cannot be detected with singular rank
testing, These involve the failure of two of the innut diocdes for the three
input D-.TL voter, If the voter has a conventional minimum design, singular
rank testing will indicate if either of these diodes is shorted. Due to
the additional inrut isolation, the occurrence of these inout diode shorts
cannot be detected in the isolated innut voter which has been shown in figure
15. If either of these undetectable diode shorts has occurred in the isolated
innut voter, the result is that the voter outrnut is a "1" whenever the input
from the rank in which the voter is located is a "1", The majority function

is performed for all other inouts., The occurrence of either one of these

70




Only the first four of the cight combinations were verified by the test
conditions described. States 5 and 6 are trivial rowever, since they
contain the combinational states of 2, L and 1, 3 respectively. If a
majority voter makes a "1" output decision for innuts consisting of two
MM"ts and a "0" it will make the same decision for an inrut of three "1Y's,
Similarly, if a majority voter makes a "O" output decision for in-uts con-
sisting of two "O"'s and a "1" it will make the same decision for an inmut
of three "0O"'s., From this it anpears reasonatle to assume that if the ma-
Jority voter operates correctly for the first four states it will orerate
correctly for states © and 6. Thus the combinations which have not teen
tested and hence explicitly verified are states 7 and 8.

The tests conducted thus far have verified that all C rank blocks
operate correctly and that the voters operate ccrrectly for six of the eight
possible inrut signal conditions. The A and B ranks may be similarlyv tested
with the result that the correct operation of all signal precessing blocks
may be verified, This test rhilosophy is seen to be an approach for isolat-
ing each rank of a multiple line configuration and thus determining the
presence of any failures which would jeopardize the ability of the system
to mask out future failures. Each rank is not operated simultaneously and
inderendently, but rather one rank at a time is effectively remcved from
the multiple line configuration and separately diagnosed for the ~resence of
failures,

The success of all of these tests has verified the oprener overation

of all signal processors. These tests have not com~letely wverified the
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2. Detection and Location of Voter Failures

It may te desirable to have some means for detecting the
presence of any failures within the system. One such example in which some
method of complete testing is desirable is a maintained system which is
expected to operate reliably for extended periods of time. If such a method
is convenient, signal comparison may be combined with singular rank testing
to detect and locate all voter failures. Since the combined singular rank
tests result in thé application of all possible inputs to the voter, the
outputs of all voters in.a restoring file may be compared for agreement while
the inputs are applied. Ail voters are failure free if no output disagree-
ments occur while all combinations of inout signals are applied.

Since the only pur?ose of reversing the comnlementary states of the
two ranks not being tested in an order three system was to gain additional
information concerning the voters, voter comparison testing eliminates the
need for interchanging the complementary states associated with each rank
test. This requires, however, that a systematic method be used to assure
that the complete set of tests results in the application of all possible
combination of inputs to the voters, except the trivial cases when all
inputs are the same. This condition will be met if the following rule is
followed during singular rank testing: As each of the ranks is completely
exercised as an individual non-redundant system, the particular pair of
complementary DC states of the remaining two signal processors is chosen so
that the state of either rank does not duplicate the DC state during any

rrevious testing of the other ranks. Since the choice of which pair of
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diodes being open cannot be detected for either -he minimal design cr the
isclated inmrut voters, The result of this condition is that the outrut

of the isolated invut voter is "O" whenever the inrut from the rark in
which the voter is located is a "O"; if the input to a minimal design voter
is a "1", the voter output is a "1", If one of the diodes shorts ard the
other overns, then the voter cutput is controlled by the invut frcem the rank
in which the voter is lccated, although the diode short could he detected if
the minimal design ‘cter is uced. Therefcre the existence cf undetectahle
failures carnot introduce additional errors, but may cause signal processcr
errors to nropagate through the restorers.

The above analysis has shown that the occurrence of undetectatle
failures tends to cause the outmut of the voter to te dominated bty the
signal from the rank in which it is located. In the worst possible cace
(complete dominance caused by the one diode open and the other diode short
in every voter in restcring file when these failures are undetectable).

The restorers have ke n effectivrly replaced by conductive paths from the
output signal processor in the previous file to the inrut of each follow-
ing signal nrocessors in the same rank. The result is equivalent to elim-
inating the restoring file completely (except that the reliability of the
signal nrocesscrs is reduced by the additional voter circuitry). Although
it is extremely imorchable that such conditions would predominate ir a
system rec: ntly constructed frem completely tested narts, the system becomer

more +ulneratle to further failures if they are allowed to accum:late.
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processors is accomplished while complementary DC states are anplied to
each pair of ranks, as described above, all possible input combinations
involving disagreements are applied, and the difference detectors should
give a continuous indication, If signal disagreements are noted for each
signal orocessing file while all of the ranks are being controlled (either
*ndividually, in pairs, or for all possible input combinations involving
disagreements, but not when the entire system is allowed to onerate without
signal processor failures) then the associated singular rank control
circuitry is verified to be failure free,
L. Summary

It may be concluded that singular rank testing techniques are
a very powerful tool for verifying that a redundant system does not contain
internal failures. This testing would be valuable for use in acceptance
tests which verify that all the reliability designed into a redundant system
is available, or as the failure testing for continuously monitored and
repaired systems with periodic complete verification, or in a system which
is only periodically diagncsed to determine if any repairs are needed. The
basic singular rank testing is a simple and effective method to allow a
redundant system to be tested as if it were a non-redundant system to verify
that all signal processors are operating correctly, and that the restorers
will introduce no additional errors. This is equivalent to verifying that
an order three system is not vulnerable to single failures. Basic singular
rank testing techniques may combine with signal comparison tc detect and

locate failures which may exist in the signal processors, the restorers, the
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comrlementary IC states for the testing of the first rank is artitrary,
either of two alternate secuences may te used for the complementary IC
states; these states will be complenerts of those in the alternate sequence.
Thus it may be shown that only tkree tests (one for each rank) are required
for complete singular rank testing with signal comparison. If each test is
successful in demonstrating that the system will perform the entire se% of
functions for which it was designed, all signal processors are verified tc
be failure free and the voters are capable cf transniiting a correct Fyruwidc
signal for scme of the possible input states. I1f, in additicn, all vcters
make the same decision while the preoper sequence of contrcls is applied
during the above tests, the voters are verified to te failure free,
3. Detection and Location of Control and Comparator Failures

The basic concepts of singular rank testing may be extended
to verifying that the ccntrcls used for singular rank testing are operating
correctly. Rather than allowing each rank to cperate individually, each
rank is irdividually controlled by the singular rank testing corntrels. If
the controls are working properly, a signal comparison on the cutput of
each signal orocessing file should indicate a disagreement whenever the
dynamic signal on the remaining ranks is in disagrecment with the DC state
of the rank being contrclled. In the case where difference detectors are
used on the output of all signal processor files, this testing will alsc test
these difference detectors. The detecters should indicate a difference at
each signal processor file whenever the signal on the controlled rank dis-

agrees with the dynamic signals. If the signal comparison of the signal
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in the following paragraphs, is referred to as interwoven rank testing.

It represents an extension of the singular rank testing, since the signal
paths are interwoven between the ranks to form an equivalent non-redundant
system the signal is switched from one rank to another at the restoring
files. This is possible only if the system configuration has a sufficient
degree of regularity. The example will assume that the system has restorers
on the output of every signal processing file, and that these files may be
assigned odd and even numbers in such a manner that odd files receive inputs
only from even files, and likewise that even files receive inputs only

from odd files. These restrictions are in addition to the assumptions

on which singular rank testing is based. It will also be shown that the
controls used for failure detection may be used to locate voter failures
without requiring test points or difference detectors on the output of the
voters. Comparison of signal processor outputs is sufficient to locate all
voter failures during special tests, as well as to continually monitor signal
processors. Shown in figure 18 and 19 are six replications of a redundant
configuration which is identical with previously discussed model except that
two control lines for each rank determine the state of the odd and even
numbered signal processors. If the two control lines for each rank were
connected, the system would be identical to the one used in describing singular
rank testing. Consider that the control lines and associated signal proces-
sors are placed in the following states: AO="O", AE="1", BO="N", BE="0",
CO="1", CE="N", as shown in figure 18a. If an input signal is applied to -
the first file of signal processors, the signal flow will take the path

shown by the arrows.. This is because the two remaining signal processors

in each file have been placed in complimentary static states. If all signal
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control equipment, and any signal processor difference detectors.

Failure detectior and location are ofter directly asscciated
protlems; failure lccation techniques are also effective failure detection
techniques when they are available. It is expected that basic singular
rank testing will te used as an effective and efficient technique for verify-
ing that a redundant system is nearly failure free for regularly scheduled
maintenance, or fer relatively simple acceptance tests. The meore cemplete
detection and lccation techniques are expected to be used for the more
thorcugh maintenance checks where any failures would te repaired, cr fer
complete final tests after assembly. Signal comparison on all signal
proce-sor outruts may be used to certinuously moritor and locate most failures
in a continuously maintained system, These tests car he designed as part of
almost any majority voted, multiple line system with a uniform order of
redundancy thrcughout the nortion bveing tested. No special signal sin-
ulation equipment is required, except tre normally required inputs. The
ecuipment required fcr the tests is described in more detail in part D of
this section.

C. Interwoven Rank Testing
1. Complete Failure Detection
In some systems it may be desirable to completely diagnose a
redundant system without the use of the signal ccmrarison and failure
location technique described above. In some cases, it is possi*le tec per-
form this diagnosis withcut the requirement for any of the test veints

necessary for sigral ccmparison. One such technique, which will be described
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figure 18+, The a rank voters are verified by the arrangement shown in
figure 18c and figure 1%a. This is seen to te a mirror image extension of
R-C rank tests.

At thie noint in the tests. the correct onrration of all signal
nrocessors has teen verified. Ar examination of the various in-~ut signal

combinations which the voters were subject to is tabulated as follows:

Rank a voters Rank b voters Rank c voters

A B ¢ A B3 ¢ A B ¢

0 1 1 0 1 1 G 1 1

0 0 1 O o 1 0 0 1

1 1 0 1 1 o 1 1 ¢

1 0 0 1 0 0 1 q o
1 0 1

0 1 0
Note that the b rank voters have been verified fcr six of the eight possitle
signal combinations while the a and ¢ ranks were examined fcr only Tfour.
Since the signal crndition of all "L"e= or all "O"s was rrevicusl: chown to
ke trivial, it is evidrnt that the b rank voters have teen comnletely tested
for ~roper oreration under all combtinations of imut signals. The reason
that only the b rank vcters have been comnletely verified and not the a or
¢ rank voters is due to the fact that the b rank voters prcvided a common
signal path in the tests involving the ¢ rank voters and the rark voters.

The a and ¢ rank voters may be completely verified by the tests shown in
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processcrs ard voters in the nath cperate correctly the final outrut of the
Mtk rrocessor (NC) will be the correct ocutput signal. Reversing the states
of control "ines AC, AT, BE, CO should also orcovide the same result since
tvis causes the pairs of signal processors in each file to assume the
opposite complementary condition. The system may be ccmpletely exercised
as a ncn-redurdant system for either of the abcve DC states.

Consider ncw the various conbinations of innut signals which the
lc voter was subjected to as a result of the above tests. An examination

of figure 18a reveals that these combinations are as follows:

State No. A B C Output
3) 0 1 1 1
R) 0 0 1 0
7) 1 1 0 1
2) 1 0 o 0

lote that the tests have verified that the voter cperated ccrrectly feor the
two signal states wihich could not be cenfirmed bty the basic sirgular rark
tests. This was the uncertain cendition that a voter will make a cerrect
decision when the sigral onrocessor rroceeding it in the same rank is in
disagreement with the other two sigral processors. Thus far our tests have
vevified the above uncertain cendition for all cdd numbered ¢ rark voters,
as well as all even numhered b rark voters. A total of four difterert inout
states have been verified fer each of these veters. The remaining voters

ir these rarks may be similarly verified bty the test corditions showr in
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If a difference detector is integrally connected with each vro-
cessor file, then the correct oreration of the signal processors may be
continuously monitored for maintenance purposes. If only test points are
available, they may be periodically tested for signal disagreement. Any
di sagreement cn the output of a signal processor will indicate that there
is a failure in that signal processor or the voter which proceeds it. This
failure may be repaired during system operation if the other replicated
signal processor and voters in that file continue to operate cerrectly. If
a module ccnsists of one signal precessor and the voter which rrovides its
inout, then rerair is accomplished ty replacing that module. This procedure
is useful for detecting and locating failures which cause errors, but is
not sufficient for determining the location of scme failures within the
voters. If all signal processors are failure free, the voter portion of
the modules may be completely tested by imposing various combinations of
signals at the voter invuts and examing the associated signal »rocessor out-
ruts for signal disagreement. To locate all possible voter failures, it
is necessary tc provide a means of examining signal processor ocutputs while
subjecting the associated voters to the various combinations of inrut signals.
This may be accomplished by controlling separately the odd and even files of
the system or sub-system under test. as described in the previous paragraphs
and illustrated in figure 10. For example, suppose that the odd files are
allowed to operate normally and that each one of the three signal processors
in the even files are in turn placed in each of the static DC states., The

outnuts of the odd files are monitored for signal disagreement during each
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firures Ok anc¢ 9. Thie i~ ceen tc caise the dynamic -~irnal rath to te
interwcven tetweer the a and ¢ ranke,

Interwoven rank testing may trerefcre tie used ac an all inclusive
rrocedure for detecting any failures of voters or signal processcrs without
requiring access to any test noints within the system. The system is reduced
to sets of eguivalent non-redundant systems by avpropriate contrcls., Tt is
then completely excercised and tested to deterwine if all functions are
~erformed correctly. The success of all tests verifies that all signal
proccessors ard voters are failure free. If any of the tests result in an
incorrect outout, then scme failure is present in the system. The detectior
of a failure gives very little information concerning its lecation within
the system,

Althougl interwoven rank testing does rot reciire access te
test nointes within the sy-tem, it i3 a mcre elahorate amnrcach which recuires
a degrree of regu’ arity in the system cenfiguration as well as the ectablish-
ment of twelre semarate test conditions feor an order three system, instead
of the three required for singular rank testing and voter signal com~arison,
The system should be completely exercised for each of these tests tc verify
that the system is failure free if all tests are successful.

2. Failure Detection and Location fer Maintenance

The alternate file controls described above may be used to
detect and locate failures during normal system operation. Signal com-

parators are required only on the output of every signal prccescing file.
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connective path, it is a relatively simple matter to provide RB with a

sevarate external connection.
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of tile succersive tests., Any disagreement on the outrut cf an odd file
signal processor will indicate that there is a failure ir the voter which
nrovides the in-~ut to that vrocesser. Similarly, the cut-uts cof the even
files are moritorad for each cf the successive tests. DSignal disagre-ment
should re indicated wherever the control signal disaprees with the correct
sifnal on the other processors in that file. If this indication does nect
occur, then either the control to that file is not effective, or there is a
failure in the difference detector. The above testing is then repeated with
the role of the odd and even files interchanged, each successive test
examining the signal processors for disagreement. With proper design, any
“ailures in the voters, the difference detectors, or the control hardware
may be repaired while the system is in operation., Removal or disahlement
of one replicated voter or rrocessor will not seriously Jjeopardize system
reliarility if the remaining replications cf voters and nrocessors contirue
to orerate correctly.
D, Circuit Imrlementations
1. Control Circuitry
Consider ncw the mechanization for controllineg the cutnut
of several signal proce=sors with a single contrcl line, A tyrical sicral
processor outrut is shown in fiprure 20, The cirenitry shown is seen te te
in the usual form of D-TL NAND gates. The base return resistor Ry may be
connected to the emitter ground returr if the associated transister is
revresentative of the low leakage siliceon devices found in integrated cir-

cuitry. Since this resistor is rormally connected tc ground by a discrete
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configuration cr values and the test power suprlies, but requires two

separate control lines, both of which are grounded in normal operation,

2. Difference Detector Circuit

Shown in figure 21 is a typical discrete component difference
detector which may te utilized in the foregoing tests. The output level

is a logical "O" only if all inruts are identical. Any disagreement of

in~ut signals will cause the first transistor to conduct and thus cause

the second transistor to assume the "1" state (cut off). The cireouit is

seen tc rerform the functicnal operation of "exclusive OR" for two innuts.

. » +.V
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Figure 21 Difference Detector

86




Suppose further that RB is chosen to be equal to or less than RA. If RE

is connected to ground potential the circultry will opsrate rrrmally. If RB
is connected to the + L supply QO will conduct and saturate regardless of
the signals present on the irruts 1, 2, - - = N. This 1s seen to be the
condition where the control line potential forces the signal processor out-
~ut to assume the "O" state, TIf the control line is connected to an egual
notential of orposite polarity (-E), transistor Qq will be cut off thus
causing it to assume the "1" state regardless of the signals oresent crn
ir~uts 1, 2, - - = N. The methed descrited to imnlement the reqired cortrol
function is one of several rossible aoproaches., 1t is ar approach which
represents a simole modification to existing circuitry and rec:ires corly

a single control line which is grounded in ncrmal operation.

Another alternative requires control of both the tase returr line
and the emitter ground line, but does not restrict the value of the base
return resistor, RB’ and does not require a nega*ive voltage surnly. The
same method descrited above is used to cause the "O" ocutput, i.e., tc con-
nect the control line to a voltage which is sufficiently positive te cause
the ocutrut to satnrate., For most circuits, + B will be of sufficient mag-
ritude for this nurrose. To effect a "1" cutrut, the emitter grcund lire
may bte removed, so that the output cannot be a low imvedance tc ¢round,
regardless of innut signals. This apvpreoach may he varticularly useful when
it would e undesirable to reduce RB less than R,, or in circuits where the

base inrut dicde, D_, is rerlaced by an emitter follower tc ircrease tasge

B

current drive, This arnroach places little restriction cn circuit
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V. Summary and Conclusions
1. General
It has been shown that the special features of a redun-
dant configuration impose unique requirements on the design of functional
circuitry and the facilities required for test. Redurdancy is a powerful
tool for achieving extended reliability, but it should not be encumbered
with eircuitry which is inherently unreliable or contain particular failure
modes which prevent the associated system configuration from operating
independently. An appreciation of this philosophy allows the achievement
of reliability goals with 2 minimm of additional complexity. Effective
circuit design is required to obtain the desired balance between complexity
and reliability in redundant s&stems.
2. HMagnetic logic
Although magnetic logic is often cited as having several
features particularly applicable to spaceborne computers, the disadvan-
tages of magnetic logic strictly limit their usefulness in general logic
systems, and particularly for redundant spaceborne systems., 3Jome basic
disadvantages are listed below:
1) Lack of compatible steady output signals

2) Excessive power consumption for speeds
comparable to low-power microcircuitry.

3) Extensive peripheral equipment, including
high current drivers.

L) Iimited fan-out and gain characteristics
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The cutrut cf the difference detecter may be used te trigrer a flip-
flop ir crder that any momentzry disagreement of irrut sigrals may be dis-
rlayed. This wculd be useful in detecting any sporadic errors which might
othervise remain urnoticed. As previously menticned, the differerc
detecters might be combined with zuitable indicaters and packaged as an
integral part cf the system circuitry. This wculd elimirate any loadirg
s*fects due to the use of test leads and external test equipment ir monitcr-
ing test points. In addition this would provide maintenance perscrnel with
& simultanecus display of the ccndition of the system and the location c¢f

faulty modules,
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£. Extensive research and development for new integrated
circuits.

6. High frequency capability.

7. Compatibility with synthesis and testing techniques
for redundant systems.

- A comparison of the currently available integrated logic elements
indicates that diode-transistor logic (D-TL) is the most suitabtle for use
in redundant spacetorne systems. D-TL offers excellent operating charac-
teristics, such as easily distinguished "1" and "O" states resulting in
high IC stability and compatible output signals, high noise immmnity,
self contained drive current, allowable parameter tolerances, input iso-
lation, and other characteristics which permit efficient redundant design.
D-TL frequency capability exceeds the requirements of most spaceborne
systems, and requires relatively low power, so that total power dissipation
and temperature stress are minimized.

A majority voting restorer, designed using interconnected NAND
elements, has been described which is not subject to the detrimental
failures of conventional majority voters. Signetics is chosen as the
most suitable supplier for commercially available D-TL integrated semi-
conductor logic elements. Characteristics of the Signetics circuits
include: Low power dissipation, single nower supply operation, complete
gereral logic line, compatibility with testing techniques for redundant
systems, and availability of reliability data.

L. Failure Testing

It is a characteristic of redundant systems that they offer a
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T
.

High peak power requirements.

6. Indeterminate reliability performance due to
extensive hand wiring with fine wire and rumerous
cornections, as well as unavailability of accurate
reliability data.

7. Complexity required for general logic functions.

8. Lack of suitable restoring element for use in
redundant systems.

Magnetic logic does, however, offer non-volatile storage and
reduced average vower for low ccmouting speeds. Magnetic devices appear
to be suited to special annlications where certain logic functions, such
as transfer and OR, are intermixed with the memory function, and very low
sneed carability is acceontable,

3. Integrated Semiconductor Logic
Integrated semiconductor circuitry offers many character-
istics which are desirable for circuits to be used in redundant space-
borne systems. Some general features of integrated semiconductor logic
when compared to other commonly available logic systems are:

1. Significantly reduced size, weight, and power consumption.

2. Availability of general logic elements, as well as
special purpose circuits,

3. Predictable operating characteristics over wide

environmental variations.

L. Availability of accurate reliability data.
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redundant system by forcing each remaining pair of replicated ranks to

have static complementary binary outputs. GSystem output is monitored to
determine if each individuasl rank is able to perform all system functions
correctly, in a manner similar to the verification of a non-redundant sys-
tem. Singular rank testing is expected to be the most efficient and effective
method for diagnosing equipment which has been recently assembled from com—~
pletely tested modules, since the probability that the few 'mndetectable
failures might have occurred since complete testing is very low.

A somewhat more complicated testing procedure, referred to as inter-
woven rank testing, has been described which will completely test all voters
to insure that they will make correct decisions for all possible input
combinations. It has been shown that the failure detection procedures may
be accomplished by controlling one or more normally grounded common lines
for each of the replicated ranks of the system, without altering the logiec
design or incliding any additional hardware except to provide access to
these lines, Singular rank testing places no restrictions on system size
or configuration.

The characteristics of redundant systems have been shown to intro-
duce unigue properties to the problem of failure location and faulty module
replacement., Although a redundant system is more complex that its conven-
tional counterpart, failure location within an operating system does not
require the operator skill and simulation equipment usually required to
locate failures in a2 non-redundant system. Since an operating redurdant
system always has at least one correct signal available at every point in

the system, these correct signals may be used as a basis of comparisén to
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high reliability for a veriod of time after the initially failure free
condition, and that the system reliability decreases rapidly when internal
fallures are present, It is therefore important to insure that no initial
failures exist in a redundant system to obtain maximum system reliability.
This reliability may be required for a single time interval without further
maintenance, such as for spaceborne systems, or it may be required for a
repeated time intervals, where the system is restored to the initially
rerfect condition orior to each interval, The later method may be used
to obtain high mission reliability by maintaining a redundant system
which is used repetitively, such as the grcund surport and launch ecuip-
ment used prior to and during each mission. Since an initially failure
free order three system can withstand any single failure, as well as a
relatively large number of randomly scattered failures, it offers high
reliability for the period of time when the probability of individrval
failures is low. Techniques are described which permit even higher reliabilii-
ty by ccmbining periodic maintenance with continuous maintenance of a redun-
dant system.

It has been shown that a relatively simple test referred to as
singular rank testing may be used to determine that all of the replicated
signal processors are working properly. If the signal processor fails
whenever any of its parts fall, success of the singular rank tests will
verify that all signal processors are failure free. Success of singular
rank testing will also verify that the majority voters are sufficiently
failure free to insure that the system is not vulneratle to single failures.

Singular rank testing effectively isolates each rank of the replicated non-
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other versions of the rominally identical signnl., A diflference detectior
on the signal processor outputs to restorers ma;- be used to indicate
failures erong these signal processors. I the detector includes memory,

it will also detect arnd locate transient or sporadic failures. These

same difference detectors may be used for the somewhat more difficult tesk
of locating such failures in the voters as do not cause errors when all
voter inputs are identical, as well as verification that the test contrcls
are actually capatle of proper operation. The method which has been de-
seribed uses the same types of control as singular and inlerwoven rank

testing, and does not jeopardize system operation il 211 signal grocecsors

are operatirg correctly.
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